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Command Syntax Conventions 
The conventions used to present command syntax in this book are the same conventions used in the IOS Command Reference. 
The Command Reference describes these conventions as follows: 

Boldface indicates commands and keywords that are entered literally as shown. In actual configuration examples and output 
(not general command syntax), boldface indicates commands that are manually input by the user (such as a show command). 

Italic indicates arguments for which you supply actual values. 

Vertical bars (|) separate alternative, mutually exclusive elements. 

Square brackets ([ ]) indicate an optional element. 

Braces ({ }) indicate a required choice. 

Braces within brackets ([{ }]) indicate a required choice within an optional element. 



Introduction 
Enterprise networking has undergone many small changes over the years, building from 
simple shared bus LANs to intricate routing and switching architectures and wireless 
communications. Behind all of this is a need to ensure high reliability, agility, and speed. 
Through the decades, many different networking technologies, from physical connections 
to software protocols, have been created to assist enterprise networks in reaching 
those goals. For seasoned networking veterans, working with the various protocols and 
architectures is second nature. However, those who are just starting to build their careers 
and trying to study more advanced areas of network engineering may be overwhelmed 

- 
defined.
 
This book is written as a foundation guide for the most common enterprise networking 
concepts that are required for a network engineer looking to move forward to more 
advanced aspects of networking. It combines aspects of theory instruction with practical 
application. Topics such as LAN switching, IP routing, and overlay networking technologies 
such as DMVPN are explained as foundational topics, including examples. Each 
chapter also functions as a lab manual with a task-oriented structure. Lab scenarios are 
presented as either configuration objectives, troubleshooting scenarios, or design scenarios. 
Each lab scenario includes full solutions and explanations. For beginner to intermediate 
readers, the solutions can be read while solving the tasks. Advanced readers can challenge 
their knowledge and skills by solving tasks first and then comparing their solutions 
to the ones provided in this book. 
 
This book is not meant to be an exhaustive study of all the included technologies. It is 
meant to provide enough information on all topics to allow you to speak intelligently 
about each technology and even implement some of the configurations, if necessary, in 

on  
blueprint but includes some legacy topics, where necessary, to facilitate understanding. 
 

Who This Book Is For 

Although the title of this book is CCIE Enterprise Infrastructure Foundation, the target 
audience is not limited to just those seeking expert-level certification. Any person 
looking to learn a little bit more about these foundational technologies will find this 
book very accessible. 

This book breaks down complicated topics and provides examples to maximize understanding. 
It does, however, assume some basic networking knowledge. The following types of readers will  
get the most out of this book: 

 Those who have completed CCNA certification and are part of the way through 
their preparation for CCNP Enterprise certification 

 Those who have completed CCNP Enterprise certification and are pursuing CCIE 
 Those who are currently working in an environment that is implementing specific 

technologies covered in this book 
 Those who are migrating from another vendor to a Cisco environment and need to 

understand Cisco configurations for common networking protocols 

How This Book Is Organized 

This book is divided into the 11 chapters described here. Every chapter can stand alone 
and can be used as a reference for the technologies it covers. 
 
Chapter 1: Switching 

Chapter 1 introduces Layer 2 concepts such as preventing loops with Spanning Tree 
Protocol, segmenting with VLANs, extending VLANs between switches through trunking, 
and bonding multiple Ethernet links together to increase bandwidth between network 
nodes. It covers topics such as Spanning Tree Protocol, RSTP, MSTP, VTP and 
VTP pruning, 802.1Q and ISL trunking, and LACP and PAgP. 
 

Chapter 2: IP Prefix Lists 



Chapter 2 introduces a common route filtering mechanism known as a prefix list. It 
explains why prefix lists were invented and why they are used over access lists for route 
filtering. This chapter shows how to write prefix lists and apply them in various routing 
protocols for filtering routes. 
 

Chapter 3: RIPv2 

Chapter 3 introduces Routing Information Protocol (RIP). RIP may not be included on 
the exam, but it is a perfect example of a simple distance vector routing protocol that 
follows all the standard distance vector designs. It focuses on the simplicity of RIP configuration, 
advanced RIP filtering scenarios, and RIP configuration challenges. 
 

Chapter 4: EIGRP 

 
Routing Protocol (IGRP), Enhanced Interior Gateway Routing Protocol (EIGRP). It introduces 
EIGRP as a distance vector protocol that forms neighbor relationships and keeps 
a topology table like some other protocols. EIGRP is considered an advanced distance 
vector protocol that uses more than simple hop counts to learn loop-free paths through 
a network. This chapter covers EIGRP configuration topics such as EIGRP classic and 
address family configuration, EIGRP stub routing, and EIGRP with BFD. 
 

Chapter 5: OSPF 

Chapter 5 introduces the Open Shortest Path First (OSPF) routing protocol. It begins 
with an analysis of how OSPF builds its link-state database (LSDB) with various linkstate 
advertisements (LSA) and uses that information to calculate loop-free routed paths 
through a network. This chapter also details multiarea OSPF design, filtering, and virtual 

-path determination to help you 
 

 

Chapter 6: BGP 

Chapter 6 introduces Border Gateway Protocol (BGP), the protocol that routes the 
Internet. It explains BGP operation between autonomous systems (external BGP, or 
eBGP) and within a single autonomous system (internal BGP, or iBGP). Topics covered 
include BGP session establishment, route reflectors and confederations, aggregation, and 
filtering. This chapter includes a detailed walkthrough of the BGP best-path determination 
process. 
 

Chapter 7: DMVPN 

-WAN technology, known as Dynamic 
Multipoint VPN (DMVPN). It explains DMVPN from the ground up, introducing concepts 
such as overlay and underlay networking, the link between DMVPN and NHRP, 
DMVPN routing using common routing protocols, and different DMVPN designs. 
It covers DMVPN Phase 1 through Phase 3 configurations, NHRP shortcut switching 
enhancements, hub-and-spoke networking designs, and (m)GRE tunnels. 
 

Chapter 8: MPLS and L3VPNs 

Chapter 8 introduces Multiprotocol Label Switching (MPLS) and the suite of services 
MPLS can provide. This chapter begins with an introduction to MPLS labels and Label 
Distribution Protocol (LDP). It also introduces the most common MPLS service, MPLS 
Layer 3 VPN (L3VPN). Topics covered include CE and PE routers, MPLS core configuration, 
LDP session establishment, BGP route targets and route distinguishers, and 
exchange of IGP routes between two sites connected by an MPLS L3VPN. 
 

Chapter 9: IPv6 

Chapter 9 introduces Internet Protocol Version 6 (IPv6), which is the successor to IPv4 
due to its massive address space. It also details IPv6 address types, assignment, and configuration. 
Topics covered include IPv6 NDP, IPv6 SLAAC, DMVPN for IPv6, OSPF for 
IPv6 (OSPFv3), EIGRP for IPv6, and BGP for IPv6. 
 



Chapter 10: SD-WAN 

Chapter 10 intro -WAN platform, which is based on its acquisition 
of Viptela. This chapter details basic SD-WAN components, such as vSmart, vManage, 
and vBond, as well as the setup and configuration required to join vEdge routers to an 
SD-WAN solution. Topics covered include onboarding WAN edge devices, unicast routing, 
segmentation, vManage device templates, ZTP, and application-aware policies. 
 

Chapter 11: SD-Access 

-Access solution for creating scalable, automated, and 
resilient enterprise fabric. This chapter covers configuration of the SD-Access policy 
engine as well as SDA design and implementation. Topics covered include Cisco ISE, 
pxGrid, XMPP, SDA hierarchy global IP pools, DNAC, and LAN automation. 
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Shut down all ports on all six switches and configure the VTP domain name to be 
TST. 

Lab 1  
Configuring Trunks 
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On Any Switch: 
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On All Switches: 

To Verify the configuration: 
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Configure the following hostnames: 

Second switch: SW2 
Third switch: SW3 
Fourth switch: SW4 
Fifth switch: SW5 

 
On the second switch: 
 

 
 
On the third switch: 
 

 
On the fourth switch: 
 

 
On the fifth switch: 
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approach of encapsulating the entire ethernet frame with an ISL header and trailer. Within the ISL header, among other 
fields, is the VLAN ID field that corresponds to the VLAN the Ethernet frame originated from. The ISL header is 24-
bytes in total with a 4-byte CRC trailer used to detect errors in transmission. In total, ISL adds an additional 40 bytes of 
overhead to the Ethernet frame, but does not require any modification of the original Ethernet frame. 
 

it inserts a 

only Protocol Identifier, Priority, VLAN ID, and Canonical format indicator fields. Of particular note is the VLAN ID field 
which carries the VLAN ID of the VLAN from which the frame originated. The 802.1Q header is 4-bytes in total and is 
inserted after the source address field of the original Ethernet header. Since 802.1Q modifies the ethernet header, the 
switch must recalculate the FCS trailer of the original Ethernet frame to compensate for the additional header length.
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Aside from the physical encoding of the Ethernet frame, the method of operation is the same for both protocols. On 
Cisco switches, interfaces that need to carry VLAN information are called trunk ports. Trunk ports can be dynamically 
configured or statically assigned. When the switch needs to forward a frame out of a trunk port, it looks at the trunk 

 switch computes the ISL header and trailer, encapsulates 

inserts it into the Ethernet frame, recalculates the Ethernet FCS and forwards the new Ethernet frame out of the trunk 
-tagged 

frame. This fact is reflected in most non-
ports.    

Switches connected by an interswitch link, must be configured to use the same encapsulation method for encoding 
VLAN membership for ethernet frames, otherwise the link will not function properly. In both cases, the receiving switch 
examines the ethernet packet, checks the VLAN ID of the ISL or 802.1Q header, removes the VLAN encapsulation (if 
necessary) and forwards the bare Ethernet frame out the appropriate ports only if they are a member of the same 
VLAN as indicated in the VLAN ID field.  

On SW3:
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On SW5:
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To verify the configuration: 
 
On SW3:

 
  

 
On SW5:
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On SW3:

 
On SW5:
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On SW3: 

On SW5: 
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To verify the configuration: 

On SW3: 

On SW5: 
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On SW3: 

On SW5: 
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On SW4: 

On SW5: 
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On Both Switches: 

To verify the configuration: 

On SW4: 

 

  

On SW5: 

The administrative mode on both switches shows dynamic desirable. This output confirms that both 

switches are configured to actively send DTP frames to negotiate the trunking mode. The 

indicates the encapsulation method has been statically set to 802.1q The static configuration of 

802.1q, once again, forces DTP to use 802.1q encapsulation as its negotiated encapsulation method. 

It also forces the 

- as shown in the output above for the Et5/0 and Et5/1 interfaces. The key here 

is that the  AND the encapsulation method is statically set to 802.1q. This 

is an indication that DTP will attempt to negotiate an 802.1q trunk he 

local switch does not have a static setting for trunk encapsulation as an indication that the method 

was negotiated and not statically set by the administrator. 
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negotiation is seen as trunk as the operational mode. The administrative and operational trunk 

encapsulation on both ends show the manually configured encapsulation method of dot1q. 

On SW4: 

On SW5: 
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On SW4: 

On SW5: 

After configuring both ends of the trunk, the show interface trunk output on SW4 and SW5 is as follows
To verify the configuration: 

On SW4: 
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On SW5: 

On SW4: 

On SW5: 
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On Both Switches: 

The show interface trunk command output from SW3 and SW4 below verify the result of the above 
configuration settings: 

To verify the configuration: 

On SW3: 

On SW4: 
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On SW3: 

On SW4: 



 

 
CCIE by Narbik Kocharians        CCIE Enterprise Infrastructure Foundation v1.0                            Page 23 

               © 2020 Narbik Kocharians. All rights reserved 
 

 

 

 

On Both Switches: 
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To verify the configuration: 

On SW3: 

 
 

 
 

 
 

 
 

On SW4: 
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On SW2: 

On SW3: 

On SW4: 

On SW5: 
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To verify the configuration: 

On SW2: 

On SW3: 

On SW4: 

On SW5: 
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When the Switch-2 and Switch-3 receive the subset advertisement above, they will update their own VLAN 

databases with the information contained. In this case, the switches will create VLAN 100 if they do not 

already have it created in their local VLAN database. If the VLAN exists, it will have the information, such as 

type, name, and MTU, updated to match what was advertised in the subset message. 

The above all leads to the following sequence of events for VTP to synchronize VLAN configuration among 

a group of switches: 

VTP server sends out VTP summary advertisement with followers field set to 1 or greater

VTP clients receive the summary advertisement and expect subset advertisements to follow

VTP server sends subset advertisements accordingly.

This process works well if there is a change made on the server that requires subset advertisements to follow 

the summary advertisement. There are situations where a new switch comes online with a revision number of 

0 and receives a periodic summary message that has the followers field set to 0 and a higher revision number. 

The followers field set to 0 means there will not be any subset advertisements following the summary 

message. 

In the above case, the new switch will make use of the third VTP message type, the advertisement request 

message. The advertisement request message is sent by a switch to indicate that it requires VLAN 

configuration information to update its local VLAN database. The following is an example of an 

advertisement request message. 

The advertisement request message has the simplest form with the only notable field being the VTP domain 

name which is used to ensure only VTP servers participating in the same domain respond to the 

advertisement request. Switches send this message out whenever they receive a summary advertisement with 

a higher revision number than its own and followers field set to 0. When a VTP server receives the 

advertisement request message, it will respond with a subset advertisement containing the contents of the 
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current version of the VLAN database. From this subset advertisement, the receiving switch can update its 

own local VLAN database to be synchronized with the rest of the VTP domain. 

On Switch-2: 

On Switch-1: 

Switch-2: 
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On SW2 
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To verify the configuration: 

On All Switches: 
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Policy item 1: 

On SW2: 

 

On SW3: 

To configure the first policy in the task: 



 

 
CCIE by Narbik Kocharians        CCIE Enterprise Infrastructure Foundation v1.0                            Page 39 

               © 2020 Narbik Kocharians. All rights reserved 
 

On SW2 and SW3: 

To verify the configuration: 

On SW2: 

 

Similar configurations as the above are made on the remaining trunk links stated in this 
task 

Policy item 2: 

To configure the second policy in the task: 

On SW3 and SW5: 

To verify the configuration: 

On SW3: 
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On SW5: 

 

Policy item 3: 

To configure the third policy in the task: 

On SW4 and SW5: 

To verify the configuration: 

On SW4:



 

 
CCIE by Narbik Kocharians        CCIE Enterprise Infrastructure Foundation v1.0                            Page 41 

               © 2020 Narbik Kocharians. All rights reserved 
 

 

On SW5: 

 

Policy item 4:  

To configure the fourth policy in the task: 

On SW2 and SW4: 

To verify the configuration: 

On SW2: 

On SW4: 
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Policy item 5: 

To configure the fifth policy in the task: 

On SW2 and SW5: 

To verify the configuration: 

On SW2: 

 

On SW5: 

 

Policy item 6: 

To configure the sixth policy in the task: 
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On SW3 and SW4: 

To verify the configuration: 

On SW3: 

 

On SW4:  
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Policy item 1: 

To configure the first policy in the task: 

 

On SW2 and SW3: 

To verify the configuration: 
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On SW2: 

 

On SW3: 

 

Similar configurations as above are made on the respective switches for the remaining 
policies in this task below: 

Policy item 2:    

To configure the second policy in the task: 

On SW3 and SW5: 

To verify the configuration: 
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On SW3: 

 

On SW5: 

 

Policy item 3: 

To configure the third policy in the task: 

On SW4 and SW5: 

To verify the configuration: 

On SW4:
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On SW5: 

 

Policy item 4: 

To configure the fourth policy in the task: 

On SW2 and SW5: 

To verify the configuration: 

On SW2: 

 

On SW5: 
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Policy item 1: 

  

To configure the first item in the task: 
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On SW2 and SW4: 

To verify the configuration: 

On SW2: 

 

On SW4: 

 

Policy item 2:  

To configure the second policy in the task: 

On SW3 and SW5: 

To verify the configuration: 

On SW3: 
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On SW5: 
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Policy item #1:  

To configure the first policy in the task: 

On SW2 and SW3: 

On SW2: 

On SW3: 
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Policy item #2:  

To configure the second policy in the task: 

On SW2 and SW5: 

To verify the configuration: 

On SW2: 

 

On SW5: 
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Policy item #1:  
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To configure the first policy in the task: 

On SW4 and SW5: 

To verify the configuration: 

On SW4: 

 

On SW5: 
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Policy item #2:  

To configure the second policy in the task: 

On SW2 and SW4: 

To verify the configuration: 

On SW2: 

 

On SW4:
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Policy item #1:  

To configure the first policy in the task: 

On SW3 and SW4: 
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To verify the configuration: 

On SW3:

On SW4: 
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On the first Switch: 

 

On SW2: 

On SW3: 
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On SW4: 

On SW5: 
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On switch 2: 

On switch 3: 

On both switches: 

On SW2 and SW3: 

To verify the configuration: 

On SW3: 
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On SW2: 

To verify the configuration: 

On SW2: 

On SW3: 
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VTP Pruning 
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On Switch-3: 

On Switch-2 
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Task 20 through 27 below pertain to VTP pruning for the lab topology. 

 

 
On SW2:

On SW3:
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On SW2:

On SW3:

On SW2:

To verify the configuration: 
 

On SW3:
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On SW2: 

On SW3: 

To verify the configuration: 
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On SW2: 

On SW3: 
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On SW3: 

On SW3: 

On SW2: 



 

 
CCIE by Narbik Kocharians        CCIE Enterprise Infrastructure Foundation v1.0                            Page 75 

               © 2020 Narbik Kocharians. All rights reserved 
 

On SW2: 

On SW2 and SW3: 
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On SW2: 

On SW3: 

On SW2: 

                 
On SW3:                                                       
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On SW2 and SW3: 

To verify the configuration: 
 

On SW2:                                           

 
On SW3:                                         
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On Both Switches: 

To verify the configuration: 

On SW3: 

On SW2: 

 
On SW3:                                                   

             

 



 

 
CCIE by Narbik Kocharians        CCIE Enterprise Infrastructure Foundation v1.0                            Page 79 

               © 2020 Narbik Kocharians. All rights reserved 
 

On Both Switches: 

To verify the configuration: 

On SW2: 
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On Both Switches: 

To verify the configuration: 

On SW2: 
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On SW3:                                                                             
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On the second Switch: 

Lab 2 
Configuring EtherChannels 
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On the third Switch: 

 

On the fourth Switch: 

 

On the fifth Switch: 
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For proper EtherChannel operation, both devices on either side of the EtherChannel link must agree that the 

EtherChannel should exist between them. These hurdles make managing EtherChannel configurations 

somewhat difficult. The reason is each device may send frames from the same ethernet source MAC 

address across different links. If the far-end switch has not properly bundled the link, it may cause MAC 

address flapping. Additionally, loops could form because STP BPDUs are only sent out of one link in the 

bundle to the far-end switch. This means the far-end switch would only receive a BPDU on one of its ports, 

making it assume the rest of the bundled ports are not connected to a neighboring bridge resulting in it 

making its port Designated, forming a layer 2 loop.  

To help with configuration consistency amongst member interfaces and with the remote EtherChannel 

endpoint, two EtherChannel bundling protocols exist: Port Aggregation Protocol (PAgP) and Link 
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Aggregation Control Protocol (LACP). PAgP is a Cisco Proprietary protocol whereas LACP is an 

industry standard, defined in the IEEE 802.3ad specification. Once configured, the EtherChannel protocol 

handles the following tasks: 

 

 

Individual interfaces are configured to participate in an EtherChannel bundle using the channel-group 

command. This command has five different options for configuring EtherChannel: 

1. ON : Forces interfaces to operate as an EtherChannel without the use of PAgP or LACP. This is also 

considered to be manual configuration. 

2. ACTIVE : Enables LACP active negotiation for EtherChannel bundling with the remote interface

3. PASSIVE : Enables passive LACP negotiation. The interface will respond to LACP frames sent by 

the remote interface but will not send any first. 

4. DESIRABLE : Enables PAgP active negotiation for the EtherChannel bundling with the remote 

interface. 

5. AUTO - Enables passive PAgP negotiation for the EtherChannel bundling with the remote 

interface. The interface will respond to PAgP frames sent by the remote interface but will not send 

any first. 

In EtherChannel bundles, both sides of the link must agree on the EtherChannel protocol (PAgP, LACP, or 

none) and at least one side of the link must be configured to initiate the bundling process. The following 

table indicates the different combinations of interface configurations and whether or not an EtherChannel 

bundle will be formed: 

If SW2 is configured 
in 

If SW3 is configured 
in 

Will an 
EtherChannel be 

Protocol used 
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established 

Desirable Desirable YES PAgP 

Desirable Auto YES PAgP 

Auto Auto NO - 

Active Active YES LACP 

Active Passive YES LACP 

Passive Passive NO - 

On On YES None 

ON Auto NO - 

On Desirable NO - 

On Passive NO - 

On Active NO - 

Desirable Active NO - 

Desirable Passive NO - 

Auto Passive NO - 
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On SW2: 
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On SW3: 
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On SW2 and SW3: 

To verify the configuration: 

On SW2: 

On SW3: 
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On SW2: 

On SW3: 

Another result of this configuration is how the switch perceives the two interfaces. Notice in the show 
interfaces trunk output above only a single interface, the PortChannel interface, was listed as operating in 
trunk mode. This is because the switch no longer considers each individual link as separate, but rather 
identifies them as a single logical link represented by the PortChannel interface. This treatment extends to 
how the switch presents the link to Spanning-Tree Protocol. The show spanning-tree vlan 1 output from 
SW2 below confirms that the switch lists the PortChannel interface and not the individual links (e4/0 and 
e4/1) as a link that is running the STP instance: 

SW2#show spanning-tree vlan 1 

VLAN0001 
Spanning tree enabled protocol ieee 
Root ID  Priority    32769 

Address     aabb.cc00.0a00 
This bridge is the root 
Hello Time   2 sec  Max Age 20 sec  Forward Delay 15 sec 

Bridge ID  Priority    32769  (priority 32768 sys-id-ext 1) 
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Address     aabb.cc00.0a00 
Hello Time   2 sec  Max Age 20 sec  Forward Delay 15 sec 
Aging Time  15  sec 

Interface           Role Sts Cost      Prio.Nbr Type 
------------------- ---- --- --------- -------- -------------------------------- 
Po23                Desg FWD 56        128.65   P2p 
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This task requires EtherChannel bundling of the redundant links E5/0-1 connecting SW2 and SW4. The 

configuration to establish the port-channel between SW2 and SW4 follows the configuration steps stated 

earlier.  

First, the E5/0-1 interfaces on SW2 and SW4 are reset to their default state with the default interface 

range e5/0-1 command. The no shut command is then used to bring these interfaces up. These interfaces 

are then assigned to their respective EtherChannel groups with the channel-group channel-group-number 

command.  

Since the task restricts the use of any dynamic negotiation protocol for port-channel establishment, the on 

mode will be used to manually configure the port-channel between the switches. The port-channel between 

SW2 and SW4 is then configured for a static 802.1q trunk with the switchport trunk encapsulation dot1q 

and switchport mode trunk command. The physical interfaces are then reset by first shutting them down 

with the shut command and then bringing them up with the no shut command: 

On SW2: 
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On SW4: 

 

On SW2 and SW4 

To verify the configuration: 
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On SW4: 
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The following describes briefly each of the load balancing options presented above: 

1. Destination IP address - With this option, when packets are forwarded to an EtherChannel, they 
are distributed across the interfaces in the channel based on the destination IP address of the 
incoming or self-generated frame. 

2. Destination MAC address - With this option, when packets are forwarded to an EtherChannel, they 
are distributed across the interfaces in the channel based on the destination MAC address of the 
incoming or self-generated frame. 

3. Source and Destination IP address - With this option, when packets are forwarded to a 
EtherChannel, they are distributed across the interfaces in the channel based on the source and 
destination IP address pair of the incoming or self-generated frame.  

4. Source and Destination MAC address - With this option, when packets are forwarded to a 
EtherChannel, they are distributed across the interfaces in the channel based on the source and 
destination MAC address pair of the incoming or self-generated frame.  

5. Source IP address - With this option, when packets are forwarded to a EtherChannel, they are 
distributed across the interfaces in the channel based on the source IP address of the incoming or 
self-generated frame. 

6. Source MAC address - With this option, when packets are forwarded to a EtherChannel, they are 
distributed across the interfaces in the channel based on the source MAC address of the incoming 
or self-generated frame. 

This task requires the load-balancing method on SW2 for all its port channels to be based on the 

destination MAC address. The default load balancing method in use can be checked with the show 

etherchannel load-balance command. As seen below, SW2 by default load balances on the Source and 

Destination IP address pair: 
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The task specifies that the switches should use destination MAC addresses as input to the hashing 

algorithm.To modify the load balancing method to the specified destination MAC mode, the command 

port-channel load-balance dst-mac is issued on SW2. The show etherchannel load-balance output 

verifies this configuration change: 

To verify the configuration: 
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On SW3: 
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On SW4: 

 

To verify and test the configuration: 
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Spanning-tree Technology 
Introduction Lab 

 
 
 
 
 

*NOTE*: The solutions provided in this lab are not all inclusive. There may be 
many ways to solve each task. All alternate solutions are acceptable, provided 
that they do not violate previous restraints or tasks. 

Lab 3 
An STP Walk Through 
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On SW1: 

On SW2: 

On SW3: 

On SW4: 

On SW5: 
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On SW6: 
 

 

 
For each sub task in task 2, the interface range command is first used to list all the 
interfaces on the switches. The shutdown command is then issued to shutdown these 
interfaces. Following this, the interface range lists interfaces specified in the task 
that are brought back up with the no shut command: 

 

 

 

 
 
On SW1: 

To verify the configuration: 
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On SW2: 

To verify the configuration: 

 

 

 

 

 

 
On SW3: 
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To verify the configuration: 

 

 

 

 

 
On SW4: 

To verify the configuration: 
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On SW5: 

 
To verify the configuration: 

 

 

 

On SW6: 
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To verify the configuration: 

On All Switches: 
 

To verify the configuration: 

On Any Switch: 
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On SW1: 

On SW2: 

On SW3: 

On SW4: 

On SW5: 
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On SW6: 
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On All Switches: 

 
To verify the configuration: 
 
On SW1: 
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On SW1: 
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. 

 
On SW2: 
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On SW1: 

To verify the configuration: 

 

On SW2: 
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On SW2: 
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To verify the configuration: 

 

On SW1: 

To verify the configuration: 
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On SW2: 

On SW3: 



 

 
CCIE by Narbik Kocharians        CCIE Enterprise Infrastructure Foundation v1.0                            Page 122 

               © 2020 Narbik Kocharians. All rights reserved 
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On SW2: 
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On SW2: 
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On SW3: 
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On SW2: 

On SW3: 
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On SW1: 

On SW1: 

On SW2: 
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On SW3: 
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On SW5: 
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On SW5: 
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On SW5: 
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On SW4: 
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On SW4: 
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On SW4: 
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On SW4, SW5, and SW6: 
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To verify the configuration: 
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On SW4 and SW5: 
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CCIE by Narbik Kocharians        CCIE Enterprise Infrastructure Foundation v1.0                            Page 142 

               © 2020 Narbik Kocharians. All rights reserved 
 

On SW6: 
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On SW6: 

 
On SW4: 

On SW5: 

On SW6: 
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On SW5: 
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On SW6: 
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On SW6: 

On SW6: 
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On SW2: 

On SW3: 

The task specifies to ensure that SW3 is elected as the designated bridge on the segment for all VLANs.  

 

Since both SW2 and SW3 have the same cost to the root switch, this task can be solved by modifying the 

root cost on SW3 such that it is lower than the root cost on SW2 making SW3 the designated bridge on the 
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spanning-

tree cost 50. The output below shows the port cost modification on SW3 and the show spanning-tree 

vlan 1  output now confirms that SW3 is the designated bridge on the segment. Omitting the vlan number 

in the spanning-tree cost command  sets the port cost to 50 for all VLANs on the switch. This results in 

SW3 becoming the designated bridge for the SW2 - SW3 segment for ALL VLANs as the task desires:  

On SW3: 

On SW2: 
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On All Switches: 

 
To verify the configuration: 
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On SW2: 

*NOTE* Do not forget to reset the switch configurations to initial 
configurations upon completing this exercise.  
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On SW1: 

On SW2: 

On SW3: 
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On SW4: 

On SW5: 

 
On SW6: 
 

 

 

 SW1 
 

 
 

On SW1: 

To verify the configuration: 
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On SW2: 

To verify the configuration: 

 

 

 

 

 

 
On SW3: 
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To verify the configuration: 

 

 

 

 

 
On SW4: 

To verify the configuration: 
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On SW5: 

To verify the configuration: 

 

 

 

On SW6: 
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To verify the configuration: 

On All Switches: 
 

To verify the configuration: 

On Any Switch: 



 

 
CCIE by Narbik Kocharians        CCIE Enterprise Infrastructure Foundation v1.0                            Page 166 

               © 2020 Narbik Kocharians. All rights reserved 
 

 
On SW1: 

On SW2: 

On SW3: 

On SW4: 

On SW5: 
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On SW6: 
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On All Switches: 

To verify the configuration: 
 
On All Switches: 
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On SW1: 
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On SW2: 

On SW1: 

 

On SW2: 

On SW3: 
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On SW1: 

On SW2: 

On SW3: 
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.

On SW5:
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On SW5:
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On SW2:

On SW5:
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On SW5:

On SW3:

On SW5:

Note: This task could have been solved by modifying the cost directly on SW5. However, since the task restricts 
making any changes to SW5, the options are to either set a lower RPC on SW3 or a higher RPC on SW2.  

 
 

On SW5:
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On SW3:

On SW5:

On SW3:
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To verify the configuration: 
 
On SW5:
 

On SW4: 
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On SW4: 
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On SW1: 
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