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CCNA Command Cheat Sheet
Basic Ll % Device Manaﬂgmgn-{—

-

@ Mode Navigation

enable
- disable
- c.on-Figu.ra terminal

- end
- exit
- do show runnina-—cnnﬂﬂ

@ Device lden+i+~_,r

- hostname SWI
- banner motd #Authorized Users Only#

=Endieip domain - lookup

=2lip domain- name lab.local

@ Access & Security

enable secret c.la.ss

- service Pa55wnrd—£ncryp+ian

- username admin secret Ciscol23
- line console O

- password cisco

= lnﬂin

= line viveO <

- transport input ssh

@ File % Cﬂﬁ‘Fig_
copy runmng C.DH'FIS S'l‘ar‘l'up CGﬂ‘FIS

- copy startup- Cnn‘Ftﬂ running - c.nn-Flﬁ
- erase 5+ar+up—£nnfi5

- reload

- show runninﬂ-cnn-ﬁﬁ

- show S‘i’ﬂ.r"f‘up - Cﬂh‘Fiﬂ
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Interfaces % Swi+chiﬂ3

L

@ Interface Basics
interface 30/1
- ole.sc.rip‘l'lnn Uplink fo R1
- ip address 192.168.1.1 255.255.255.0

- no Shutdown
- shutdown

- inferface range g0/1 -

@ Speed / Duplex
SPaad 1000
- dup|ex full

- mdix auto
- show interfaces status

@ Swl‘i'chmﬂ Ve,ﬂ'Fy

show ip m+£.r'Face. brief
- show interfaces 90/1

- show wmac address -table
- clear mac address-table dﬂnamic
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CCNA Command Cheat Sheet 3o
VLANs & Trunks

¥ (1) VLAN Creation
= - vian 10

- name SALES
- vian 20

- name VOICE

@ Access / Voice Ports

- switchport mode access
- switchport access vlan 10
- switchport voice vian 20
= sPanning—'i’re.e Por+¥as+

@ Trunks

- switchport mode trunk

- switchport trunk native vlan 99

- switchport trunk allowed vlan 10,20,99
- show vlan brief

- show interfaces trunk
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S & E+har(‘,ha_r_me;l (1

(1) sTP Basics

=

—

- spanning -free mode rapid—vaJr

@ Portfast / Protection

saannin3—+ree vian |0 Priari‘i'y 4096

snannin5—+rﬂﬂ vian 10 root primary
show spanning—i’ree

@ Ether Channel

spanninﬂ—"rrea Pr::rr+*Fas+

spanning - tree bpduguard enable
Spaﬂnin3—+ree guard root

Spanning -Tree 3uard lﬂﬂP

show spanning-tree interface 90/1 detail

channel-group | mode active
intertace port-channel |
switchport mode trunk

show etherchannel Summary
show interfaces port-channel |
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IPv4 Addressinj_& Static Routing

L

— @ Router Interface IP

: - interface g0/0

= ip address |02 255,.255,255.0
- no shutdown

- interface g0/I
=_ip_addreéss 10sISZRIEE25582558255.0

o
—q";_
—

: @ Static Routes.

_ = ip._route 0.0405000:050%0 10255

- ip route 192.168.10.0 255.255,255.0 [0.1.2.2
= _ip route 172.16:1.08255.255.255.0 90/0

@ Verification

- show ip route

- Show ip arp

- show cdp neighbors detail
= ping 0% L5254

- traceroute 8.8.8.8
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\J\

\



1

[CCNA Command Cheat Sheet 6/ 10

OSPE

@ Enable OSPF

- router GSP'F I
- router-ida I|.1.1.1
- network 10.1.1.0 0.0.0.255 area O

- network 10.1.2.0 0.0.0.255 area O
- passive -interface ¢0/0

(2) Optional OSPF
- auto-cost reference-bandwidth 1000
- default-information originate

@ Verification

show ip ospt neighbor
- show ip ospt interface brief
- show ip protocols
- show ip route ospf

1 1
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TPve6

o 1o

@ Global

- IPVE? unicast- ruu‘l‘unﬂ

@ Interface IPv6
- interface 90/0
- ipvé- address 2001:db8:1::1/64
- ipve address fe80::1 link-local
- no Shutdown

(3) Static & Ve.rncy

- ipvb route /O 2001:db8:1:
- sShow 1|w6 m‘l‘e,r-Fnc.e. brief
- show ipve route
- show ipvb neighbnrs
- ping 2001:db8" 1i::.2
- +raceroute ipvo 2001:4860:4860::8888

'I"' 'l"l
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ACLs & Security |

¥ (1) Standard ACL
: - access-list 1 permit 192.168.10.0 020'50%255
—~access-list deny any

- interface 90/0
- ip access-group | In

@ Named Extended ACL

=0 access-list extended WEB_ONLY

- permit tcp 192.168.10.0 0.0.0.255 any eq g0
- permit tcp 192.168.10.0 0.0.0.255 any eq 443
- deny ip any any

- ip access-group WEB_ONLY out

@ Port Se.curH‘y_
B swi+chpur+ pnﬂ'—securi’ry

- switchport pnr+—securi+y maximum 2

- switchport port-security mac-address s+icky
- switchport Pur+—securi+y violation restrict
- show access-lists

- show port-security interface 90/1



DHCP / NAT / Mgmt

%
CCNA Command Cheat Sheet

(1) DHcP

- ip dhcp pool LAN

- network 192.168.10.0 255.255.255.0
- default-router 192.168.10.1

- dns-server 8.8.8.8

- show ip dhcp binding

(2) NAT

- interface g0/0
- ip nat inside

- interface 90/
- ip nat outside

- Show ip nat translations

@ Mgm*l' Protocols

- logging console

- logging host 10.1.1.10
- ntp server 10.1.1.20
- cdp run

- lldp run

- show cdp neighbors

- Show Ildp ne.ighbnrs

- ip dhep excluded-address 192.168.10.1 192.168.10.10

- access-list 1 parmi+ 192.168.10.0 0.0.0.255

=i nat inside source list 1 interface 50/1 overload

q /10
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Troubleshooting & Verification

L

)

= @ Quick Lm:;e.r |/

interfaces status
interfaces counters errors

show
- show

- show vian brief

- show
- show
- show

interfaces trunk
SPanning -tree
mac address-table

@ Quick Layer 3
- sShow ip interface brief
- show ip route
- show arp
- show ip Prn‘l‘ﬂﬂﬂls
- show ip ospf neighbor

@ Giavietal “Tooks

- ping 2.8.8.8
- +Yraceroute 8.8.8.8
- show version

.

- show ruﬁninﬂ - E.ﬂh'Fiﬁ

- dﬂbug ip icmp

|

- undﬂbuﬂ all

\M\BR\BRIBR
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L Hands-On Practice i

_h @ Master Throuah Practice

= - Want to master all of these commands

through hands-on ractice?

- Use the CCNA Full Pack.

- 300+ hands-on labs alignﬁd with the
Cisco Press OCG.

@ Free Access.

- Get free access b‘_., c_re.a.i'ing an account
on our Site.

- Follow the Learn Path to access the free labs.

@ Start Here

- dtjnamips.ic:




